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1  Overview	 ﾠ
This	 ﾠWhite	 ﾠPaper	 ﾠis	 ﾠone	 ﾠof	 ﾠthe	 ﾠoutputs	 ﾠof	 ﾠa	 ﾠjoint	 ﾠTSB/RCUK	 ﾠInternet	 ﾠof	 ﾠThings	 ﾠ(IoT)	 ﾠproject	 ﾠto	 ﾠreport	 ﾠ
on	 ﾠstrategically	 ﾠimportant	 ﾠresearch	 ﾠtopics	 ﾠand	 ﾠtechnologies	 ﾠand	 ﾠthereby	 ﾠhelp	 ﾠin	 ﾠshaping	 ﾠthe	 ﾠpriority	 ﾠ
areas	 ﾠof	 ﾠthe	 ﾠRCUK	 ﾠand	 ﾠTSB	 ﾠprogrammes	 ﾠon	 ﾠthe	 ﾠIoT	 ﾠfor	 ﾠthe	 ﾠcoming	 ﾠyears.	 ﾠThe	 ﾠWhite	 ﾠPaper	 ﾠis	 ﾠthe	 ﾠ
result	 ﾠof	 ﾠdiscussions	 ﾠat	 ﾠa	 ﾠworkshop	 ﾠin	 ﾠLoughborough	 ﾠin	 ﾠJuly	 ﾠ2012.	 ﾠ
The	 ﾠIoT	 ﾠis	 ﾠa	 ﾠworld	 ﾠwhere	 ﾠphysical	 ﾠobjects	 ﾠare	 ﾠseamlessly	 ﾠintegrated	 ﾠinto	 ﾠthe	 ﾠinformation	 ﾠnetwork,	 ﾠ
and	 ﾠwhere	 ﾠthe	 ﾠphysical	 ﾠobjects	 ﾠcan	 ﾠbecome	 ﾠactive	 ﾠparticipants	 ﾠin	 ﾠbusiness	 ﾠprocesses.	 ﾠServices	 ﾠare	 ﾠ
available	 ﾠto	 ﾠinteract	 ﾠwith	 ﾠthese	 ﾠ‘smart	 ﾠobjects’	 ﾠover	 ﾠthe	 ﾠinternet,	 ﾠquery	 ﾠand	 ﾠchange	 ﾠtheir	 ﾠstate	 ﾠand	 ﾠ
any	 ﾠinformation	 ﾠassociated	 ﾠwith	 ﾠthem,	 ﾠtaking	 ﾠinto	 ﾠaccount	 ﾠsecurity	 ﾠand	 ﾠprivacy	 ﾠissues.
1	 ﾠ
Economics	 ﾠis	 ﾠthe	 ﾠsocial	 ﾠscience	 ﾠthat	 ﾠanalyses	 ﾠthe	 ﾠproduction,	 ﾠdistribution	 ﾠand	 ﾠconsumption	 ﾠof	 ﾠgoods	 ﾠ
or	 ﾠservices.	 ﾠ
Business	 ﾠis	 ﾠthe	 ﾠprovision	 ﾠof	 ﾠgoods	 ﾠor	 ﾠservices.	 ﾠ
We	 ﾠuse	 ﾠthe	 ﾠterm	 ﾠecosystem
2	 ﾠto	 ﾠrefer	 ﾠto	 ﾠthe	 ﾠtotality	 ﾠof	 ﾠhardware,	 ﾠsoftware	 ﾠand	 ﾠhuman,	 ﾠbusiness	 ﾠand	 ﾠ
societal	 ﾠactors	 ﾠin	 ﾠthe	 ﾠIoT.	 ﾠ
The	 ﾠworkshop	 ﾠconsidered	 ﾠthe	 ﾠfollowing	 ﾠkey	 ﾠissues.	 ﾠ
1.1  Economic	 ﾠand	 ﾠbusiness	 ﾠvalues	 ﾠand	 ﾠdrivers	 ﾠ
Economic	 ﾠvalues	 ﾠand	 ﾠdrivers	 ﾠpertain	 ﾠto	 ﾠthe	 ﾠworth	 ﾠof	 ﾠgoods	 ﾠor	 ﾠservice	 ﾠas	 ﾠdetermined	 ﾠby	 ﾠthe	 ﾠmarket,	 ﾠ
usually	 ﾠ expressed	 ﾠ in	 ﾠ monetary	 ﾠ terms.	 ﾠ Business	 ﾠ values	 ﾠ and	 ﾠ drivers	 ﾠ include	 ﾠ those	 ﾠ not	 ﾠ directly	 ﾠ
measurable	 ﾠin	 ﾠmonetary	 ﾠterms,	 ﾠas	 ﾠdetermined	 ﾠby	 ﾠsuppliers,	 ﾠcustomers	 ﾠand	 ﾠsociety.	 ﾠThe	 ﾠrelevant	 ﾠ
scope	 ﾠincludes	 ﾠhardware,	 ﾠsoftware	 ﾠand	 ﾠservices	 ﾠ(design,	 ﾠdevelopment,	 ﾠmanufacture,	 ﾠdeployment,	 ﾠ
ownership,	 ﾠoperation),	 ﾠand	 ﾠdata	 ﾠ(collection,	 ﾠdistribution,	 ﾠownership).	 ﾠ
There	 ﾠis	 ﾠa	 ﾠrequirement	 ﾠfor	 ﾠopen	 ﾠbusiness	 ﾠopportunities	 ﾠand	 ﾠa	 ﾠmeans	 ﾠof	 ﾠputting	 ﾠin	 ﾠplace	 ﾠmethods	 ﾠ
for	 ﾠmaking	 ﾠthe	 ﾠplayers	 ﾠinvolved	 ﾠvisible	 ﾠto	 ﾠthe	 ﾠmarket	 ﾠand	 ﾠto	 ﾠother	 ﾠbusiness	 ﾠcommunities.	 ﾠThe	 ﾠ
deployment	 ﾠof	 ﾠmeans	 ﾠfor	 ﾠfacilitating	 ﾠan	 ﾠIoT	 ﾠbusiness	 ﾠopportunity	 ﾠwith	 ﾠconcrete	 ﾠvalue	 ﾠproposition	 ﾠis	 ﾠ
required.	 ﾠThere	 ﾠis	 ﾠa	 ﾠneed	 ﾠto	 ﾠlearn	 ﾠfrom	 ﾠother	 ﾠbusiness	 ﾠfields,	 ﾠto	 ﾠfind	 ﾠways	 ﾠto	 ﾠcorrelate	 ﾠbetween	 ﾠ
business	 ﾠvalues	 ﾠwhen	 ﾠadding	 ﾠand	 ﾠcosting	 ﾠnew	 ﾠbusiness,	 ﾠand	 ﾠto	 ﾠassure	 ﾠbusiness	 ﾠcontinuity.	 ﾠA	 ﾠstrictly	 ﾠ
economic	 ﾠapproach	 ﾠto	 ﾠvalue	 ﾠmay	 ﾠnot	 ﾠbe	 ﾠapplicable	 ﾠto	 ﾠthe	 ﾠIoT,	 ﾠbut	 ﾠthe	 ﾠmonetisation	 ﾠof	 ﾠthe	 ﾠvalue	 ﾠis	 ﾠa	 ﾠ
shared	 ﾠconcern.	 ﾠQuestions	 ﾠsuch	 ﾠas:	 ﾠ‘How	 ﾠcan	 ﾠa	 ﾠnew	 ﾠbusiness	 ﾠpay	 ﾠitself?	 ﾠHow	 ﾠis	 ﾠa	 ﾠnew	 ﾠbusiness	 ﾠ
enabled	 ﾠto	 ﾠcompete	 ﾠat	 ﾠlocal	 ﾠscales?	 ﾠHow	 ﾠcan	 ﾠone	 ﾠtrace	 ﾠbusiness	 ﾠoperations	 ﾠin	 ﾠreal	 ﾠtime?’	 ﾠshould	 ﾠ
also	 ﾠbe	 ﾠraised.	 ﾠ
1.2  Value	 ﾠchains	 ﾠ
The	 ﾠvalue	 ﾠchain	 ﾠis	 ﾠbased	 ﾠon	 ﾠthe	 ﾠnotion	 ﾠof	 ﾠvalue-ﾭ‐added	 ﾠat	 ﾠeach	 ﾠlink	 ﾠin	 ﾠa	 ﾠchain	 ﾠof	 ﾠbusiness	 ﾠprocesses.	 ﾠ
In	 ﾠthe	 ﾠIoT	 ﾠit	 ﾠapplies	 ﾠto	 ﾠThings	 ﾠand	 ﾠwhat	 ﾠyou	 ﾠdo	 ﾠwith	 ﾠthem;	 ﾠdevices,	 ﾠnetworks,	 ﾠdata	 ﾠand	 ﾠinformation;	 ﾠ
	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ 	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ	 ﾠ
1	 ﾠ	 ﾠ Stephan	 ﾠHaller,	 ﾠSAP	 ﾠResearch,	 ﾠFuture	 ﾠAssembly,	 ﾠPrague,	 ﾠ13	 ﾠMay	 ﾠ2009.	 ﾠ
2	 ﾠ	 ﾠ An	 ﾠecosystem	 ﾠis	 ﾠa	 ﾠbiological	 ﾠsystem	 ﾠcomposed	 ﾠof	 ﾠall	 ﾠthe	 ﾠorganisms	 ﾠfound	 ﾠin	 ﾠa	 ﾠparticular	 ﾠphysical	 ﾠenvironment,	 ﾠinteracting	 ﾠwith	 ﾠit	 ﾠ
and	 ﾠwith	 ﾠeach	 ﾠother.	 ﾠAlso	 ﾠin	 ﾠextended	 ﾠuse:	 ﾠa	 ﾠcomplex	 ﾠsystem	 ﾠresembling	 ﾠthis	 ﾠ(Oxford	 ﾠEnglish	 ﾠDictionary).	 ﾠWe	 ﾠuse	 ﾠthe	 ﾠterm	 ﾠ
ecosystem	 ﾠin	 ﾠthat	 ﾠextended	 ﾠsense,	 ﾠto	 ﾠrefer	 ﾠto	 ﾠthe	 ﾠtotality	 ﾠof	 ﾠhardware,	 ﾠsoftware	 ﾠand	 ﾠhuman,	 ﾠbusiness	 ﾠand	 ﾠsocietal	 ﾠactors	 ﾠin	 ﾠthe	 ﾠ
IoT.	 ﾠThis	 ﾠis	 ﾠa	 ﾠsuperset	 ﾠof	 ﾠconcepts	 ﾠlike	 ﾠplatform	 ﾠand	 ﾠframework	 ﾠ(which	 ﾠare	 ﾠoften	 ﾠpoorly	 ﾠdefined).	 ﾠA	 ﾠroadmap	 ﾠfor	 ﾠinterdisciplinary	 ﾠresearch	 ﾠon	 ﾠthe	 ﾠInternet	 ﾠof	 ﾠThings:	 ﾠEconomics	 ﾠand	 ﾠbusiness	 ﾠ
2	 ﾠ
infrastructure	 ﾠand	 ﾠservices.	 ﾠIn	 ﾠcomplex	 ﾠevolving	 ﾠdynamic	 ﾠservice	 ﾠsystems	 ﾠwhere	 ﾠall	 ﾠstakeholders	 ﾠco-ﾭ‐
produce	 ﾠvalue	 ﾠthe	 ﾠnotion	 ﾠis	 ﾠexpanded	 ﾠto	 ﾠthat	 ﾠof	 ﾠa	 ﾠvalue	 ﾠconstellation.	 ﾠ
There	 ﾠis	 ﾠa	 ﾠneed	 ﾠfor	 ﾠtracing	 ﾠ‘Things’	 ﾠfrom	 ﾠwhere	 ﾠinformation,	 ﾠknowledge	 ﾠand	 ﾠpotential	 ﾠbusiness	 ﾠ
values	 ﾠare	 ﾠgenerated	 ﾠin	 ﾠthe	 ﾠecosystem.	 ﾠThe	 ﾠintrinsic	 ﾠvalues	 ﾠshould	 ﾠbe	 ﾠembedded	 ﾠin	 ﾠthe	 ﾠThings.	 ﾠ
There	 ﾠare	 ﾠno	 ﾠexisting	 ﾠcommon	 ﾠstandards	 ﾠin	 ﾠquantifying	 ﾠand	 ﾠembedding	 ﾠsuch	 ﾠvalues	 ﾠin	 ﾠthe	 ﾠThings,	 ﾠ
which	 ﾠ is	 ﾠ a	 ﾠ major	 ﾠ barrier	 ﾠ for	 ﾠ monitoring	 ﾠ ecosystems.	 ﾠ Open	 ﾠ experimentations	 ﾠ are	 ﾠ therefore	 ﾠ
proposed,	 ﾠwith	 ﾠa	 ﾠfocus	 ﾠon	 ﾠvalue	 ﾠconstellations	 ﾠrather	 ﾠthan	 ﾠvalue	 ﾠchains.	 ﾠThe	 ﾠdisruption	 ﾠof	 ﾠvalue	 ﾠ
chains	 ﾠmay	 ﾠoccur	 ﾠin	 ﾠthe	 ﾠconstellation,	 ﾠwhere	 ﾠthe	 ﾠvalue	 ﾠis	 ﾠpotentially	 ﾠmisunderstood.	 ﾠThere	 ﾠis	 ﾠa	 ﾠneed	 ﾠ
to	 ﾠbring	 ﾠknowledge	 ﾠand	 ﾠdata	 ﾠtogether	 ﾠfor	 ﾠquantifying	 ﾠvalues	 ﾠat	 ﾠwhatever	 ﾠscale;	 ﾠthe	 ﾠso-ﾭ‐called	 ﾠ‘data	 ﾠ
lens	 ﾠin	 ﾠthe	 ﾠvalue	 ﾠchain’.	 ﾠThus	 ﾠthere	 ﾠis	 ﾠa	 ﾠrequirement	 ﾠfor	 ﾠputting	 ﾠin	 ﾠplace	 ﾠopen	 ﾠmiddleware	 ﾠwith	 ﾠdata	 ﾠ
lenses	 ﾠfor	 ﾠcreating,	 ﾠmonitoring,	 ﾠevaluating	 ﾠand	 ﾠtesting	 ﾠvalues	 ﾠin	 ﾠconstellations.	 ﾠ
1.3  Incentivisation;	 ﾠinvestment;	 ﾠpolicies	 ﾠand	 ﾠregulations	 ﾠ
The	 ﾠ IoT	 ﾠ needs	 ﾠ to	 ﾠ be	 ﾠ viable	 ﾠ and	 ﾠ sustainable.	 ﾠ The	 ﾠ incentivisation	 ﾠ of	 ﾠ stakeholders	 ﾠ (data	 ﾠ and	 ﾠ
information	 ﾠ creators	 ﾠ and	 ﾠ owners,	 ﾠ infrastructure	 ﾠ and	 ﾠ service	 ﾠ providers,	 ﾠ and	 ﾠ consumers)	 ﾠ and	 ﾠ of	 ﾠ
communities	 ﾠ to	 ﾠ engage	 ﾠ with	 ﾠ the	 ﾠ IoT	 ﾠ was	 ﾠ considered.	 ﾠ Among	 ﾠ the	 ﾠ challenges	 ﾠ are	 ﾠ appropriate	 ﾠ
financial	 ﾠinvestment	 ﾠ(public	 ﾠand	 ﾠprivate	 ﾠsector)	 ﾠand	 ﾠthe	 ﾠ(economic)	 ﾠpolicies	 ﾠand	 ﾠregulations	 ﾠthat	 ﾠ
either	 ﾠneed	 ﾠto	 ﾠbe	 ﾠput	 ﾠin	 ﾠplace	 ﾠor	 ﾠto	 ﾠbe	 ﾠchanged.	 ﾠ
Most	 ﾠIoT	 ﾠusers	 ﾠ(or	 ﾠwould-ﾭ‐be	 ﾠusers)	 ﾠwant	 ﾠto	 ﾠaccess	 ﾠto	 ﾠinformation	 ﾠfor	 ﾠfree.	 ﾠHence	 ﾠthere	 ﾠis	 ﾠa	 ﾠneed	 ﾠfor	 ﾠ
investment	 ﾠin	 ﾠopen	 ﾠdemonstrators	 ﾠto	 ﾠprove	 ﾠvalue.	 ﾠThere	 ﾠis	 ﾠa	 ﾠlack	 ﾠof	 ﾠunderstanding	 ﾠof	 ﾠmonetisation	 ﾠ
in	 ﾠ the	 ﾠ IoT.	 ﾠ Exchange	 ﾠ and	 ﾠ transaction	 ﾠ models	 ﾠ are	 ﾠ needed	 ﾠ for	 ﾠ various	 ﾠ stages	 ﾠ and	 ﾠ scales	 ﾠ of	 ﾠ IoT	 ﾠ
functions.	 ﾠ As	 ﾠ well	 ﾠ as	 ﾠ monetisation,	 ﾠ these	 ﾠ models	 ﾠ should	 ﾠ consider	 ﾠ new	 ﾠ financial	 ﾠ policies	 ﾠ and	 ﾠ
regulations	 ﾠwhich	 ﾠneed	 ﾠto	 ﾠbe	 ﾠput	 ﾠin	 ﾠplace	 ﾠto	 ﾠsupport	 ﾠthe	 ﾠemerging	 ﾠbusinesses	 ﾠof	 ﾠthe	 ﾠIoT.	 ﾠThe	 ﾠ
requirement	 ﾠfor	 ﾠtransparent	 ﾠbusiness	 ﾠtransactions	 ﾠin	 ﾠIoT	 ﾠecosystems	 ﾠis	 ﾠof	 ﾠparamount	 ﾠimportance	 ﾠin	 ﾠ
the	 ﾠformulation	 ﾠand	 ﾠdevelopment	 ﾠof	 ﾠsuch	 ﾠmodels.	 ﾠ
1.4  Research	 ﾠchallenges	 ﾠ
The	 ﾠ discussions	 ﾠ during	 ﾠ the	 ﾠ workshop	 ﾠ led	 ﾠ to	 ﾠ the	 ﾠ identificaton	 ﾠ of	 ﾠ various	 ﾠ short-ﾭ‐	 ﾠ and	 ﾠ long-ﾭ‐term	 ﾠ
research	 ﾠchallenges	 ﾠin	 ﾠall	 ﾠof	 ﾠthe	 ﾠabove	 ﾠtopics.	 ﾠ	 ﾠ
Building	 ﾠopen	 ﾠplatforms	 ﾠwhich	 ﾠdemonstrate	 ﾠconcrete	 ﾠvalue,	 ﾠeven	 ﾠat	 ﾠa	 ﾠsmall	 ﾠconstellation	 ﾠlevel	 ﾠ
within	 ﾠ a	 ﾠ given	 ﾠ ecosystem,	 ﾠ will	 ﾠ be	 ﾠ important	 ﾠ for	 ﾠ business	 ﾠ communities	 ﾠ in	 ﾠ the	 ﾠ UK.	 ﾠ The	 ﾠ most	 ﾠ
challenging	 ﾠ and	 ﾠ fundamental	 ﾠ research	 ﾠ will	 ﾠ be	 ﾠ on	 ﾠ understanding,	 ﾠ landscaping,	 ﾠ monitoring	 ﾠ and	 ﾠ
forecasting	 ﾠthe	 ﾠdynamics	 ﾠof	 ﾠvalue	 ﾠconstellations,	 ﾠwhile	 ﾠassuring	 ﾠtheir	 ﾠsustainability	 ﾠand	 ﾠevolving	 ﾠ
complexity.	 ﾠThe	 ﾠrequirement	 ﾠfor	 ﾠaddressing	 ﾠthe	 ﾠissue	 ﾠof	 ﾠinteroperability	 ﾠbetween	 ﾠbusinesses	 ﾠand	 ﾠ
communication	 ﾠstandards	 ﾠwithin	 ﾠIoT	 ﾠecosystems	 ﾠis	 ﾠkey,	 ﾠwhile	 ﾠthe	 ﾠneed	 ﾠfor	 ﾠquantifying	 ﾠbusiness	 ﾠ
values	 ﾠin	 ﾠecosystems	 ﾠis	 ﾠparamount.	 ﾠA	 ﾠroadmap	 ﾠfor	 ﾠinterdisciplinary	 ﾠresearch	 ﾠon	 ﾠthe	 ﾠInternet	 ﾠof	 ﾠThings:	 ﾠEconomics	 ﾠand	 ﾠbusiness	 ﾠ
3	 ﾠ
2  Research	 ﾠpriorities	 ﾠ
2.1	 ﾠ Short-ﾭ‐term	 ﾠresearch	 ﾠchallenges	 ﾠ
2.1.1  IoT	 ﾠEcosystems	 ﾠ
How	 ﾠit	 ﾠall	 ﾠfits	 ﾠtogether	 ﾠ
There	 ﾠare	 ﾠchallenges	 ﾠat	 ﾠall	 ﾠlevels.	 ﾠKey	 ﾠtechnology	 ﾠchallenges	 ﾠare	 ﾠrelatively	 ﾠeasy	 ﾠto	 ﾠidentify,	 ﾠe.g.	 ﾠ
interoperability	 ﾠof	 ﾠhardware	 ﾠand	 ﾠsoftware	 ﾠcomponents	 ﾠsystems,	 ﾠsemantic	 ﾠinteroperability	 ﾠ(of	 ﾠdata	 ﾠ
structures	 ﾠand	 ﾠmeanings).	 ﾠEconomic	 ﾠand	 ﾠbusiness	 ﾠchallenges	 ﾠhave	 ﾠto	 ﾠdo	 ﾠwith	 ﾠmonetary	 ﾠissues	 ﾠ(cost,	 ﾠ
investment,	 ﾠrevenue,	 ﾠprofit)	 ﾠand	 ﾠoperational	 ﾠissues	 ﾠ(provision	 ﾠand	 ﾠuse).	 ﾠFor	 ﾠIoT	 ﾠecosystems	 ﾠthis	 ﾠ
leads	 ﾠto	 ﾠissues	 ﾠsuch	 ﾠas:	 ﾠwho	 ﾠowns	 ﾠwhat	 ﾠand	 ﾠwho	 ﾠis	 ﾠliable	 ﾠfor	 ﾠwhat	 ﾠe.g.	 ﾠwhen	 ﾠdata	 ﾠis	 ﾠre-ﾭ‐purposed	 ﾠ
and	 ﾠcombined	 ﾠin	 ﾠnew	 ﾠways;	 ﾠwhat	 ﾠhappens	 ﾠwhen	 ﾠthings	 ﾠgo	 ﾠwrong	 ﾠ–	 ﾠwho	 ﾠdoes	 ﾠwhat,	 ﾠwho	 ﾠis	 ﾠliable	 ﾠfor	 ﾠ
what?	 ﾠThe	 ﾠIoT	 ﾠin	 ﾠsafety-ﾭ‐critical	 ﾠsystems	 ﾠis	 ﾠa	 ﾠparticular	 ﾠconcern.	 ﾠ
Accessible	 ﾠopen	 ﾠIoT	 ﾠplatforms	 ﾠhave	 ﾠthe	 ﾠpotential	 ﾠto	 ﾠbring	 ﾠbusiness	 ﾠcommunities	 ﾠtogether	 ﾠwith	 ﾠthe	 ﾠ
aim	 ﾠof	 ﾠachieving	 ﾠsustainable	 ﾠeconomic	 ﾠgrowth	 ﾠon	 ﾠall	 ﾠscales.	 ﾠChallenges	 ﾠinclude	 ﾠenabling	 ﾠflows	 ﾠof	 ﾠ
data	 ﾠand	 ﾠinformation	 ﾠthat	 ﾠare	 ﾠuseful	 ﾠfor	 ﾠeach	 ﾠactor,	 ﾠdemonstrating	 ﾠconcrete	 ﾠflows	 ﾠof	 ﾠbusiness	 ﾠ
value,	 ﾠ and	 ﾠ stimulating	 ﾠ new	 ﾠ players	 ﾠ to	 ﾠ join	 ﾠ such	 ﾠ ecosystems	 ﾠ and	 ﾠ enabling	 ﾠ new	 ﾠ business	 ﾠ
opportunities.	 ﾠ
2.1.2  Value	 ﾠ
How	 ﾠto	 ﾠcreate	 ﾠit,	 ﾠhow	 ﾠto	 ﾠmonetise	 ﾠit,	 ﾠhow	 ﾠto	 ﾠmeasure	 ﾠit	 ﾠ
Return	 ﾠon	 ﾠInvestment	 ﾠis	 ﾠa	 ﾠkey	 ﾠbusiness	 ﾠmeasure.	 ﾠThe	 ﾠchallenges	 ﾠin	 ﾠthe	 ﾠIoT	 ﾠinclude	 ﾠunderstanding	 ﾠ
the	 ﾠ value	 ﾠ propositions	 ﾠ for	 ﾠ different	 ﾠ stakeholders.	 ﾠ IoT	 ﾠ users	 ﾠ may	 ﾠ demand	 ﾠ infrastructures	 ﾠ that	 ﾠ
operators	 ﾠ cannot	 ﾠ provide	 ﾠ cost	 ﾠ effectively	 ﾠ within	 ﾠ current	 ﾠ business	 ﾠ models	 ﾠ and	 ﾠ regulatory	 ﾠ
frameworks.	 ﾠProfit	 ﾠfrom	 ﾠthe	 ﾠuse	 ﾠof	 ﾠdata	 ﾠmay	 ﾠaccrue	 ﾠfar	 ﾠremoved	 ﾠfrom	 ﾠthe	 ﾠinvestment	 ﾠin	 ﾠcollecting	 ﾠ
it.	 ﾠHow	 ﾠdo	 ﾠwe	 ﾠmeasure	 ﾠthe	 ﾠvalues	 ﾠof	 ﾠdata	 ﾠand	 ﾠinformation	 ﾠas	 ﾠthey	 ﾠflow	 ﾠthrough	 ﾠthe	 ﾠvalue	 ﾠchains?	 ﾠ
This	 ﾠneeds	 ﾠto	 ﾠbe	 ﾠachieved	 ﾠin	 ﾠreal	 ﾠtime	 ﾠand	 ﾠin	 ﾠthe	 ﾠcontext	 ﾠof	 ﾠpotentially	 ﾠcomplex	 ﾠmulti-ﾭ‐level	 ﾠservice	 ﾠ
agreements.	 ﾠ What	 ﾠ are	 ﾠ the	 ﾠ intrinsic	 ﾠ and	 ﾠ evolving	 ﾠ values	 ﾠ value(s)	 ﾠ of	 ﾠ Things?	 ﾠ How	 ﾠ much	 ﾠ of	 ﾠ the	 ﾠ
lifecycle,	 ﾠfrom	 ﾠconception	 ﾠthrough	 ﾠdeployment	 ﾠand	 ﾠuse	 ﾠto	 ﾠdisposal	 ﾠor	 ﾠdeletion,	 ﾠmust	 ﾠa	 ﾠparticular	 ﾠ
actor	 ﾠconsider?	 ﾠ
There	 ﾠis	 ﾠa	 ﾠneed	 ﾠfor	 ﾠformulating	 ﾠnew	 ﾠdata	 ﾠand	 ﾠinformation	 ﾠtransaction	 ﾠmodels,	 ﾠand	 ﾠthe	 ﾠappropriate	 ﾠ
tools	 ﾠfor	 ﾠmonitoring	 ﾠand	 ﾠmeasuring	 ﾠvalues	 ﾠand	 ﾠhow	 ﾠthey	 ﾠare	 ﾠchanging,	 ﾠon	 ﾠlocal	 ﾠand	 ﾠglobal	 ﾠscales	 ﾠ
within	 ﾠvalue	 ﾠchains.	 ﾠAnother	 ﾠchallenge	 ﾠis	 ﾠmodels	 ﾠto	 ﾠdeal	 ﾠwith	 ﾠcircumstances	 ﾠwhere	 ﾠthings,	 ﾠdata	 ﾠor	 ﾠ
services	 ﾠ may	 ﾠ not	 ﾠ have	 ﾠ or	 ﾠ propagate	 ﾠ intrinsic	 ﾠ monetised	 ﾠ values	 ﾠ across	 ﾠ the	 ﾠ value	 ﾠ chains.	 ﾠ These	 ﾠ
circumstance	 ﾠpose	 ﾠissues	 ﾠfor	 ﾠmeasuring	 ﾠnew	 ﾠvalues	 ﾠin	 ﾠthe	 ﾠecosystem	 ﾠdue	 ﾠto	 ﾠtheir	 ﾠunconventional	 ﾠ
and	 ﾠsubjective	 ﾠnature.	 ﾠ
2.1.3  Markets	 ﾠ
Market	 ﾠenablers,	 ﾠeconomic	 ﾠblockers;	 ﾠbusiness	 ﾠmodels,	 ﾠ…	 ﾠ
There	 ﾠis	 ﾠinsufficient	 ﾠknowledge	 ﾠof	 ﾠthe	 ﾠformal	 ﾠmechanisms	 ﾠthat	 ﾠneed	 ﾠto	 ﾠbe	 ﾠdeployed	 ﾠin	 ﾠthe	 ﾠmarket	 ﾠ
to	 ﾠeffectively	 ﾠunlock	 ﾠthe	 ﾠpotentials	 ﾠof	 ﾠnew	 ﾠbusiness	 ﾠactivities	 ﾠacross	 ﾠthe	 ﾠvalue	 ﾠchains	 ﾠof	 ﾠthe	 ﾠIoT.	 ﾠ
There	 ﾠis	 ﾠa	 ﾠneed	 ﾠto	 ﾠresearch	 ﾠhow	 ﾠbusiness	 ﾠinteroperability	 ﾠand	 ﾠconvergence	 ﾠcan	 ﾠbe	 ﾠachieved	 ﾠunder	 ﾠ
these	 ﾠmarket	 ﾠenablers.	 ﾠThe	 ﾠcommercial	 ﾠperspectives	 ﾠwhich	 ﾠcan	 ﾠpotentially	 ﾠbe	 ﾠput	 ﾠin	 ﾠplace	 ﾠunder	 ﾠA	 ﾠroadmap	 ﾠfor	 ﾠinterdisciplinary	 ﾠresearch	 ﾠon	 ﾠthe	 ﾠInternet	 ﾠof	 ﾠThings:	 ﾠEconomics	 ﾠand	 ﾠbusiness	 ﾠ
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these	 ﾠ mechanisms	 ﾠ must	 ﾠ demonstrate	 ﾠ economic	 ﾠ sustainability,	 ﾠ scalability	 ﾠ and	 ﾠ growth.	 ﾠ Open	 ﾠ
facilities	 ﾠwith	 ﾠmeans	 ﾠto	 ﾠkick-ﾭ‐start	 ﾠ(or	 ﾠsupport)	 ﾠnew	 ﾠ(or	 ﾠexisting)	 ﾠIoT-ﾭ‐based	 ﾠecosystems	 ﾠare	 ﾠneeded	 ﾠ
These	 ﾠfacilities	 ﾠshould	 ﾠdevelop	 ﾠinclusive	 ﾠpartnerships	 ﾠwith	 ﾠbusiness	 ﾠcommunities	 ﾠin	 ﾠthe	 ﾠvalue	 ﾠchain,	 ﾠ
and	 ﾠ carry	 ﾠ out	 ﾠ some	 ﾠ specific	 ﾠ coordination	 ﾠ actions	 ﾠ for	 ﾠ the	 ﾠ identification	 ﾠ of	 ﾠ the	 ﾠ market	 ﾠ blockers,	 ﾠ
business	 ﾠmodels	 ﾠand	 ﾠrequirements	 ﾠfor	 ﾠbusiness	 ﾠinteroperability	 ﾠand	 ﾠconvergence	 ﾠacross	 ﾠprioritised	 ﾠ
domain-ﾭ‐specific	 ﾠand	 ﾠcross-ﾭ‐domain	 ﾠecosystems.	 ﾠ
2.2  Long-ﾭ‐term	 ﾠresearch	 ﾠchallenges	 ﾠ
2.2.1  IoT	 ﾠecosystem	 ﾠissues	 ﾠ
Ownership,	 ﾠtrust,	 ﾠgovernance	 ﾠ
With	 ﾠever-ﾭ‐increasing	 ﾠsize	 ﾠand	 ﾠcomplexity	 ﾠof	 ﾠIoT	 ﾠecosystems,	 ﾠongoing	 ﾠlong-ﾭ‐term	 ﾠresearch	 ﾠis	 ﾠneeded	 ﾠ
on	 ﾠissues	 ﾠof	 ﾠdata	 ﾠand	 ﾠinformation	 ﾠownership,	 ﾠtrust	 ﾠand	 ﾠgovernance.	 ﾠAs	 ﾠbusiness	 ﾠecosystems	 ﾠgrow,	 ﾠ
and	 ﾠin	 ﾠmany	 ﾠcases	 ﾠbecome	 ﾠever	 ﾠmore	 ﾠdynamic,	 ﾠissues	 ﾠaround	 ﾠownership	 ﾠ(particularly	 ﾠof	 ﾠderived	 ﾠ
data	 ﾠand	 ﾠinformation)	 ﾠwill	 ﾠincrease	 ﾠsubstantially	 ﾠin	 ﾠcomplexity.	 ﾠTrust	 ﾠin,	 ﾠand	 ﾠgovernance	 ﾠof,	 ﾠdata	 ﾠ
and	 ﾠservices	 ﾠwill	 ﾠlikewise	 ﾠbecome	 ﾠever	 ﾠmore	 ﾠproblematic.	 ﾠFor	 ﾠgeneralised	 ﾠtrust	 ﾠmetrics,	 ﾠthere	 ﾠis	 ﾠa	 ﾠ
need	 ﾠ to	 ﾠ research	 ﾠ how	 ﾠ trust	 ﾠ is	 ﾠ objectively,	 ﾠ semantically	 ﾠ and	 ﾠ numerically	 ﾠ represented	 ﾠ across	 ﾠ
ecosystems.	 ﾠ New	 ﾠ data	 ﾠ and	 ﾠ information	 ﾠ markets	 ﾠ and	 ﾠ brokerage,	 ﾠ novel	 ﾠ data	 ﾠ and	 ﾠ information	 ﾠ
processing	 ﾠ services,	 ﾠ and	 ﾠ decision	 ﾠ support	 ﾠ systems	 ﾠ and	 ﾠ services	 ﾠ using	 ﾠ them,	 ﾠ will	 ﾠ raise	 ﾠ issues	 ﾠ of	 ﾠ
governance	 ﾠthat	 ﾠmay	 ﾠsimply	 ﾠbe	 ﾠoutside	 ﾠthe	 ﾠscope	 ﾠof	 ﾠany	 ﾠexistant	 ﾠpolicies,	 ﾠregulatory	 ﾠframeworks	 ﾠ
and	 ﾠeven	 ﾠlegislation.	 ﾠOther	 ﾠchallenges	 ﾠinclude	 ﾠbusiness	 ﾠdrivers	 ﾠfor	 ﾠmarket	 ﾠmaking;	 ﾠbottlenecks	 ﾠand	 ﾠ
barriers	 ﾠ in	 ﾠ value	 ﾠ chains;	 ﾠ the	 ﾠ scaling	 ﾠ of	 ﾠ new	 ﾠ business	 ﾠ value	 ﾠ chains;	 ﾠ and	 ﾠ cross-ﾭ‐domain	 ﾠ business	 ﾠ
interoperability	 ﾠissues.	 ﾠ
2.2.2  Evolving	 ﾠvalue	 ﾠchains	 ﾠ
Dynamically	 ﾠchanging	 ﾠvalue	 ﾠchains	 ﾠand	 ﾠevolving	 ﾠvalue	 ﾠconstellations	 ﾠ	 ﾠ
The	 ﾠ structure	 ﾠ and	 ﾠ nature	 ﾠ of	 ﾠ value	 ﾠ chains	 ﾠ in	 ﾠ the	 ﾠ IoT	 ﾠ will	 ﾠ change	 ﾠ as	 ﾠ their	 ﾠ associated	 ﾠ business	 ﾠ
ecosystems	 ﾠevolve	 ﾠin	 ﾠdimensions	 ﾠand	 ﾠcomplexity.	 ﾠWe	 ﾠuse	 ﾠthe	 ﾠterm	 ﾠvalue	 ﾠconstellations	 ﾠto	 ﾠrefer	 ﾠto	 ﾠ
these	 ﾠlarge,	 ﾠcomplex	 ﾠand	 ﾠoften	 ﾠdynamic	 ﾠaggregations.	 ﾠModels	 ﾠand	 ﾠsimulations	 ﾠof	 ﾠevolving	 ﾠvalue	 ﾠ
chains	 ﾠ need	 ﾠ to	 ﾠ be	 ﾠ developed,	 ﾠ tested	 ﾠ and	 ﾠ validated.	 ﾠ Theories	 ﾠ of	 ﾠ the	 ﾠ creation,	 ﾠ aggregation,	 ﾠ
functioning	 ﾠand	 ﾠevolution	 ﾠof	 ﾠvalue	 ﾠchains	 ﾠand	 ﾠconstellations	 ﾠshould	 ﾠbe	 ﾠderived,	 ﾠtaking	 ﾠon	 ﾠboard	 ﾠ
experimental	 ﾠobservations	 ﾠand	 ﾠresults.	 ﾠThe	 ﾠvalidity	 ﾠand	 ﾠrobusteness	 ﾠof	 ﾠthese	 ﾠtheories	 ﾠshould	 ﾠbe	 ﾠ
further	 ﾠinvestigated	 ﾠusing	 ﾠmulti-ﾭ‐scale	 ﾠadaptive	 ﾠmodels,	 ﾠwhich	 ﾠsimulate	 ﾠand	 ﾠforecast	 ﾠvalue	 ﾠchain	 ﾠ
dynamics	 ﾠwith	 ﾠestimated	 ﾠuncertainties.	 ﾠA	 ﾠlong-ﾭ‐term	 ﾠgoal	 ﾠis	 ﾠunderstanding	 ﾠtrends	 ﾠabout	 ﾠhow	 ﾠthese	 ﾠ
value	 ﾠchains	 ﾠform	 ﾠand	 ﾠevolve	 ﾠinternally	 ﾠwithin	 ﾠand	 ﾠexternally	 ﾠfrom	 ﾠecosystems.	 ﾠ
2.2.3  Cross-ﾭ‐border	 ﾠissues	 ﾠ
Regulation,	 ﾠlegislation,	 ﾠcompliance	 ﾠand	 ﾠstandards	 ﾠ	 ﾠ
Specific	 ﾠ challenges	 ﾠ arise	 ﾠ for	 ﾠ IoT	 ﾠ ecosystems	 ﾠ that	 ﾠ cross	 ﾠ adminstrative	 ﾠ or	 ﾠ jurisdictional	 ﾠ borders.	 ﾠ
Adherence	 ﾠto,	 ﾠand	 ﾠimprovement	 ﾠof,	 ﾠspecific	 ﾠstandards	 ﾠfor	 ﾠachieving	 ﾠbusiness	 ﾠinteroperability	 ﾠin	 ﾠthe	 ﾠ
ecosystem	 ﾠneed	 ﾠto	 ﾠbe	 ﾠinvestigated.	 ﾠFurthermore,	 ﾠmeasures	 ﾠfor	 ﾠthe	 ﾠidentification	 ﾠof	 ﾠbottlenecks	 ﾠ
and	 ﾠ barriers	 ﾠ which	 ﾠ prevent	 ﾠ good	 ﾠ and	 ﾠ sustained	 ﾠ interoperability	 ﾠ between	 ﾠ businesses	 ﾠ in	 ﾠ the	 ﾠ
ecosystem	 ﾠneed	 ﾠalso	 ﾠbe	 ﾠresearched.	 ﾠThese	 ﾠwill	 ﾠbe	 ﾠessential	 ﾠto	 ﾠprovide	 ﾠa	 ﾠlong-ﾭ‐term	 ﾠview	 ﾠof	 ﾠhow	 ﾠ
levels	 ﾠof	 ﾠinteroperability	 ﾠbetween	 ﾠbusinesses	 ﾠin	 ﾠan	 ﾠecosystem	 ﾠimprove	 ﾠthrough	 ﾠtime,	 ﾠor	 ﾠindeed	 ﾠA	 ﾠroadmap	 ﾠfor	 ﾠinterdisciplinary	 ﾠresearch	 ﾠon	 ﾠthe	 ﾠInternet	 ﾠof	 ﾠThings:	 ﾠEconomics	 ﾠand	 ﾠbusiness	 ﾠ
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show	 ﾠsome	 ﾠsigns	 ﾠof	 ﾠdecline.	 ﾠEarly	 ﾠdetection	 ﾠof	 ﾠdeclining	 ﾠinteorperability	 ﾠwill	 ﾠbe	 ﾠessential	 ﾠfor	 ﾠtimely	 ﾠ
mitigation	 ﾠ measures	 ﾠ to	 ﾠ be	 ﾠ deployed	 ﾠ to	 ﾠ assure	 ﾠ sustainbaility	 ﾠ of	 ﾠ business	 ﾠ activities	 ﾠ within	 ﾠ the	 ﾠ
ecosystem.	 ﾠ
2.2.4  Complexity	 ﾠ
Engagement	 ﾠwith	 ﾠecosystems	 ﾠ	 ﾠ
The	 ﾠnumbers	 ﾠof	 ﾠThings	 ﾠand	 ﾠof	 ﾠIoT	 ﾠecosystems	 ﾠis	 ﾠever	 ﾠincreasing	 ﾠin	 ﾠvolume,	 ﾠheterogeneity	 ﾠand	 ﾠ
complexity.	 ﾠDuring	 ﾠthe	 ﾠlast	 ﾠdecade,	 ﾠthe	 ﾠincreased	 ﾠusage	 ﾠof	 ﾠwireless	 ﾠcommunication	 ﾠtechnologies	 ﾠ
such	 ﾠas	 ﾠradio	 ﾠfrequency	 ﾠidentification	 ﾠ(RFID),	 ﾠnear	 ﾠfield	 ﾠcommunication	 ﾠ(NFC),	 ﾠZigBee,	 ﾠBluetooth	 ﾠ
and	 ﾠso	 ﾠon	 ﾠhas	 ﾠgreatly	 ﾠfacilitated	 ﾠthe	 ﾠcreation	 ﾠof	 ﾠnew	 ﾠbusiness	 ﾠecosystems.	 ﾠHowever,	 ﾠthe	 ﾠresulting	 ﾠ
creation,	 ﾠgeneration,	 ﾠsharing,	 ﾠexchange	 ﾠand	 ﾠtransaction	 ﾠof	 ﾠcommercially	 ﾠrelevant	 ﾠinformation	 ﾠin	 ﾠ
such	 ﾠ ecosystems	 ﾠ of	 ﾠ Things	 ﾠ is	 ﾠ being	 ﾠ challenged	 ﾠ by	 ﾠ issues	 ﾠ including	 ﾠ the	 ﾠ requirement	 ﾠ for	 ﾠ a	 ﾠ vast	 ﾠ
amount	 ﾠof	 ﾠad	 ﾠhoc,	 ﾠrobust,	 ﾠinteroperable,	 ﾠsecure	 ﾠand	 ﾠresilient	 ﾠintercommunication	 ﾠbetween	 ﾠThings	 ﾠ
and	 ﾠbetween	 ﾠdifferent	 ﾠbusinesses	 ﾠin	 ﾠthe	 ﾠecosystem.	 ﾠThese	 ﾠbusinesses	 ﾠmay	 ﾠnot	 ﾠnecessarily	 ﾠuse	 ﾠ
common	 ﾠstandard	 ﾠcommunication	 ﾠtechnologies.	 ﾠHowever,	 ﾠthey	 ﾠstill	 ﾠrequire	 ﾠintercommunication	 ﾠin	 ﾠ
heterogeneous	 ﾠ ecosystems	 ﾠ to	 ﾠ be	 ﾠ conducted	 ﾠ efficiently,	 ﾠ reliably	 ﾠ and	 ﾠ with	 ﾠ minimum	 ﾠ but	 ﾠ still	 ﾠ
manageable	 ﾠdisruption.	 ﾠThese	 ﾠchallenges	 ﾠcontribute	 ﾠto	 ﾠthe	 ﾠcurrent	 ﾠlack	 ﾠof	 ﾠengagement	 ﾠof	 ﾠvarious	 ﾠ
business	 ﾠ communities	 ﾠ with	 ﾠ viable	 ﾠ business	 ﾠ ideas	 ﾠ in	 ﾠ these	 ﾠ ecosystems.	 ﾠ The	 ﾠ use	 ﾠ of	 ﾠ a	 ﾠ common	 ﾠ
methodology	 ﾠfor	 ﾠmonitoring,	 ﾠtesting	 ﾠand	 ﾠvalidating	 ﾠthe	 ﾠbusiness	 ﾠecosystem	 ﾠcomplexity	 ﾠis	 ﾠtherefore	 ﾠ
required.	 ﾠThe	 ﾠcommon	 ﾠmethodology	 ﾠshould	 ﾠalso	 ﾠaddress	 ﾠhow	 ﾠto	 ﾠmodel	 ﾠthe	 ﾠdynamic	 ﾠadaptation	 ﾠof	 ﾠ
incentives	 ﾠfor	 ﾠcommunities	 ﾠto	 ﾠremain	 ﾠengaged	 ﾠin	 ﾠthe	 ﾠbusiness	 ﾠecosystem	 ﾠdespite	 ﾠthe	 ﾠgrowth	 ﾠof	 ﾠits	 ﾠ
complexity.	 ﾠ
3  Concluding	 ﾠremarks	 ﾠ
We	 ﾠcannot	 ﾠpredict	 ﾠdisruption;	 ﾠwe	 ﾠneed	 ﾠto	 ﾠfacilitate	 ﾠdisruption.	 ﾠWe	 ﾠdo	 ﾠnot	 ﾠ(just)	 ﾠneed	 ﾠtechnology	 ﾠ
demonstrators,	 ﾠwe	 ﾠneed	 ﾠdemonstrators	 ﾠthat	 ﾠcan	 ﾠbe	 ﾠused	 ﾠto	 ﾠreduce	 ﾠcost	 ﾠor	 ﾠrisk.	 ﾠDemonstrators	 ﾠ
should	 ﾠprove	 ﾠvalue,	 ﾠnot	 ﾠjust	 ﾠshow	 ﾠcapability.	 ﾠ
We	 ﾠstrongly	 ﾠrecommend	 ﾠan	 ﾠaction	 ﾠto	 ﾠbuild	 ﾠand	 ﾠsupport	 ﾠan	 ﾠinterdisciplinary	 ﾠresearch	 ﾠcommunity	 ﾠ
focused	 ﾠon	 ﾠthe	 ﾠeconomic	 ﾠand	 ﾠbusiness	 ﾠissues	 ﾠaround	 ﾠthe	 ﾠIoT.	 ﾠThe	 ﾠstarting	 ﾠpoint	 ﾠcould	 ﾠbe	 ﾠa	 ﾠjoint	 ﾠ
TSB/RCUK	 ﾠDigital	 ﾠEconomy	 ﾠTheme	 ﾠaction,	 ﾠanalogous	 ﾠto	 ﾠan	 ﾠEC	 ﾠSupport	 ﾠAction,	 ﾠperhaps	 ﾠbased	 ﾠon	 ﾠthe	 ﾠ
EPSRC	 ﾠNetwork	 ﾠGrant	 ﾠmodel.	 ﾠA	 ﾠroadmap	 ﾠfor	 ﾠinterdisciplinary	 ﾠresearch	 ﾠon	 ﾠthe	 ﾠInternet	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